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Abstract—Peer-to-Peer-based Massively Multi-user Virtual Environments (P2P-MMVEs) often use coordinator peers to enhance the system’s capabilities. The success of this approach
depends on selecting suitable peers as coordinators. However,
existing approaches either do not select coordinators based on
their suitability or simply assume that techniques for such a selection exist. In this paper we argue that these techniques are not
currently available for P2P-MMVEs. We believe that developing
such techniques is one of the few remaining challenges for the
real-world feasibility of P2P-MMVEs. As a first step towards this
goal, we identify and discuss the challenges associated with this
research in detail.

I. I NTRODUCTION
Peer-to-Peer-based Massively Multiuser Virtual Environments (P2P-MMVE) often use so-called coordinators, for example to improve scalability [1]–[10], security [11] or consistency [12] [13]. A coordinator is a special peer, that is selected
from the set of all peers at runtime to take over specific
tasks for the system. As an example, to improve scalability, a
coordinator can coordinate the exchange of messages between
peers. Similarly, to improve security, a coordinator can act as
a trusted device that monitors the behaviour of other peers and
tries to detect attackers.
To achieve good system performance, it is important to
select the right peers as coordinators. If a peer with low
bandwidth is selected to coordinate the message exchange,
it may become a bottleneck and slow down the system. If a
monitoring coordinator is an attacker itself, the security of the
system may be compromised. Thus, such peers should not be
selected for these tasks. The selection algorithm must take this
into account and compare the suitability of different peers with
respect to the specific requirements of the target system.
Despite the fact that coordinators are commonly used in
P2P-MMVEs, very few systems actually select peers as coordinators based on their suitability. Often coordinators are
selected based on simple techniques such as their overlay ID
(e.g., [2]) or their position in the virtual world (e.g., [14]),
which are unrelated to their suitability. Some approaches acknowledge the specific requirements of their coordinator peers,
but simply assume the existence of techniques to determine
whether a peer fulfils them (e.g. [10] [4]).
We thus argue that coordinator selection in peer-to-peer
systems is not a solved problem. In fact, as selecting suit-

able coordinators is a necessity for many P2P-MMVEs, we
consider this to be one of the few remaining steps towards the
real-world feasibility of P2P-MMVEs.
We believe that the key reason why selecting suitable
coordinators remains challenging, is that in it can very difficult
to actually determine the values of many of the selection
parameters in a P2P system. Issues that need to be dealt
with include highly fluctuating values, measurement overhead
and the reliability of measurements, all in a decentralized
environment.
In this paper we analyze the coordinator selection problem
in P2P-MMVEs in more detail. We focus on the problem of
determining correct values for the selection parameters and
identify and discuss unsolved issues and open questions. The
goal of our paper is to encourage the research community to
address these unresolved issues and to keep the discussion on
coordinator election going.
The paper is structured as follows: First we present our
system model in Section II. Then we discuss the key parameter
properties in Section III. Subsequently we discuss potential
parameters in the context of these properties in Section IV. In
Section V give an example of the challenges of coordinator
selection in the context of our own P2P-MMVE system.
Finally we present related work in Section VI and give an
outlook on future work in Section VII.
II. S YSTEM M ODEL
For this discussion we assume that the peers of the P2PMMVE run on end user computers. These systems are heterogeneous with regard to a variety of resources and properties,
such as CPU performance and bandwidth. The P2P-MMVE
software uses a significant amount of these resource, e.g., for
3D graphics and AI routines. The computers also run an a
priori unknown number of other applications in parallel with
the MMVE software. The MMVE must share the system’s
resources with these applications.
The systems are connected to the Internet using consumerlevel Internet access. The bandwidth capacity provided by
this access is also heterogeneous, ranging from low-bandwidth
connections with asymmetric upstream/downstream to to high
bandwidth connections with symmetric upstream/downstream.
Access is often established via a residential gateway (e.g., a

978-1-4577-0638-7 /11/$26.00 ©2011 IEEE

wireless router) with network address translation (NAT) and/or
firewall functionality. In addition, access may be shared with
other applications on the system or even other systems in the
user’s home network.
For this paper we assume that the coordinator selection
algorithm uses a utility function to determine the fitness
of a peer to serve as coordinator. All peers in the system
are possible candidates. When a peer has been selected as
coordinator, it continues to perform the basic functions of a
peer in addition to the coordinator functions.
III. K EY P ROPERTIES OF U TILITY PARAMETERS
We have identified three key properties of utility parameters
which we believe make determining a peer’s utility challenging. These properties are Cost, Fluctuation and Reliability. In
the following we will discuss each of them in detail.
A. Cost
Determining the current value of a utility parameter is
associated with overhead. This means that determining the
utility of a peer uses the resources of the system and comes
with a cost to its performance. Due to the nature of peer-topeer system, i.e. due to to churn, coordinator selection is a
regular occurrence. It is therefore important to consider the
cost of determining each parameter.
There are several factors which must be considered. First,
we need to consider which resources are being used when determining a parameter’s value. Each measurement puts load on
one or more resources of the system. For example, determining
the maximum bandwidth of the Internet connection requires
sending data, thus putting load on the connection.
After considering which resources are used in a measurement we must determine how much load the measurement
puts on these resources. Checking the current free space on
the hard disk, for example puts load on both CPU and hard
disk. This load is small however. As such this parameter can
be determined with little impact on system performance. On
the other hand, many algorithms for determining the maximum
bandwidth of a connection require sending as much data as
possible over the Internet connection for a period of time.
During this time, the measurement can use the entire bandwidth available to the system. This means that the peer may
not be able to perform its functions while this measurement
takes place. In short, the cost of some measurements can be
prohibitively high.
In addition, the cost of certain measurements increases with
the quality of the result. For example, when determining the
maximum bandwidth, sending data across the link for longer
periods of time produces a more precise result. In turn, the
bandwidth cost of the measurement increases.
Finally, we must consider not just the cost of the measurement on the peer which initiates it, but also the cost on all other
peers which are involved in the measurement. While some
measurements, such as determining current CPU load only
involve a single peer, others involve one or more additional
peers in the system. For example, the cost of determining the

network delay to another peer is low. This cost is not just
incurred on the peer initiating the measurement however, but
also on the peer the delay is measured to. The fact that several
peers can be involved in a measurement means that we must
also consider scalability as a factor. For example, to accurately
determine the network delay parameter of a peer, we would
have to measure its delay to not just one, but all other peers
in the system. In an MMVE with a massive number of peers,
this does not scale.
B. Fluctuation
All parameters fluctuate over time, i.e. their value does not
remain the same. As a consequence each value has to be
measured repeatedly. There are three aspects that have to be
considered when looking at the fluctuation of a parameter: the
value’s variance, the frequency of the value’s changes and the
magnitude of the value’s changes.
Variance indicates how much the value of a parameter can
deviate from the mean. Consider the available bandwidth of
a system. This value can vary significantly, depending on the
amount of bandwidth used by all applications and systems
utilizing the peer’s Internet access. On the other hand, the
number of a system’s CPU cores has no variance at all, as
the number of cores is fixed. If a value’s variance is low, this
means that the value does not have to be measured often,
as it will remain close to any previously measured value.
Low (or no) variance may even make additional measurements
unnecessary. Depending on the frequency and magnitude of
changes, high variance however indicates that the value may
need to be measured repeatedly.
The frequency of changes indicates how often a parameter’s value changes. Frequent changes can necessitate regular
re-measurements of a value, particularly if the parameter’s
variance is high. The current CPU load on a system changes
frequently, depending on the applications which are currently
running and the task they are performing. The maximum
bandwidth of a system only changes however, when the user
changes his type of Internet access, which is a rare occurrence.
Finally, the magnitude of changes indicates how large the
individual changes to the parameter’s value can be. Some
parameters may change frequently, but each individual change
of the value tends to be small. An example of this is the
available hard disk space. Changes are frequent, but usually
small in relation to the overall disk space. For other parameters
each change can be large, such as for available bandwidth,
where stopping a single application can significantly change
the value of the parameter. Parameters with large magnitude
of change require more frequent re-measurements of their
value. This is the case even when the parameter’s variance and
frequency of changes is low, as a change with large magnitude
can significantly impact the overall peer utility. Note that low
variance excludes a large magnitude of changes, though a
parameter with high variance may have both small and large
magnitudes of changes.

C. Reliability
Not every measurement of a parameter’s value necessarily
returns a correct result. While some values, such as remaining
hard disk space can be determined exactly, measuring others
relies on algorithms that return imprecise result. When looking
at an unreliable value, we cannot be sure that is accurately
represents the state of the parameter.
A good example for this is the maximum bandwidth. There
are a variety of algorithms for determining bandwidth, but
the reliability of their output depends on various factors, such
as whether other systems are using the Internet connection.
Some of these factors are outside the control of the peer, e.g.,
a bottleneck along a network route. It is therefore possible to
get different results each time the bandwidth is measured.
The degree of reliability depends on the individual factors
that cause it and must be determined individually for each
parameter. In the worst case, a parameter may be so unreliable
as to be unsuitable for determining the utility of a peer. It
is possible however, to mitigate some unreliability factors at
the expense of additional overhead. For example, repeatedly
measuring network and averaging the results can reduce the
effects of jitter on the reliability of the measurement, but places
additional load on the network connection.
Note that an unreliable value should not be mistaken for a
value that is no longer correct due to fluctuations. An incorrect
value can be updated through another measurement. The next
measurement of an unreliable parameter is just as unreliable
as the first one.
D. Discussion
The only parameters whose value can always be determined
efficiently and reliably are those which have low cost, low
fluctuation and high reliability. As very few parameters fulfil
these requirements, we must find approaches that allow us to
strike a compromise between these three properties. To do so
we must consider the following questions:
First, how do we measure the parameter? Some types of
measurements are clearly prohibitive for cost reasons alone,
but there may be alternatives which strike an acceptable
balance between cost, fluctuation and reliability. For example,
actively measuring the maximum bandwidth of a peer can
use all available bandwidth on a peer for a while. This
can make it impossible for the peer to function during this
time. As an alternative, passive measurement could be used,
which monitors only existing network traffic and deduces the
maximum bandwidth based on the data gathered. In this case
reliability is sacrificed in order to reduce the cost of the
measurement.
Second, when and how often do we measure a parameter?
The frequency with which we measure a parameter has significant impact on overall cost. Even a high cost measurement
may be acceptable, if the measurement has to be performed
only at very long intervals. The exact time when a measurement is performed can also be relevant. Timing a measurement
to occur during a phase with low load can mitigate some

of its cost. Even otherwise prohibitive measurements may be
acceptable, if they only have to be performed during start-up.
Finally, if and only if we cannot find an sufficiently efficient
and reliable way to measure a parameter, we must consider if
we can create a suitable utility function which does not include
this parameter. In some cases the cost may be so high or the
reliability so low as to be prohibitive.
IV. U TILITY PARAMETERS
We will now look at specific parameters and discuss them
with regard to the properties we have just discussed. Based
on existing work (see Section VI) and our own analysis we
have identified the following list of potential parameters: CPU
performance, system memory, long-term storage, stability,
reputation, bandwidth, delay and connectivity restrictions.
We classify these parameters in three different categories: a)
parameters based on the peer’s system (e.g., CPU performance
and storage space), b) parameters based on the user’s behaviour (e.g., reputation and uptime) and c) parameters based
on the peer’s network connection (e.g., delay and bandwidth).
We will discuss each of these categories and their parameters
in the following.
A. System Resources
Parameters in this category are based on the local hardware
resources of the peer’s system. The parameter are CPU performance, memory space and long-term storage.
1) CPU: The CPU performance of a peer is often a key
parameter, as many tasks performed by coordinators require
the execution of various algorithms.
Available CPU resources may be limited even on powerful
systems, as MMVEs place high load on the system through
calculation of physics, artificial intelligence calculation or realtime 3D graphics. This makes both the CPU hardware (e.g.,
clock rate and number of cores) and the current CPU load
relevant parameters.
The cost of determining both CPU hardware and current
CPU load is low, as these values can usually be determined
by a simple request to the operating system, which maintains
these values. Consequently, reliability is high. In theory CPU
hardware has both high variance and a high magnitude of
change. The value only changes when the CPU of a system is
replaced, which commonly happens in order to install a more
powerful unit, thus resulting in high magnitude and variance.
In practice however, the CPU is rarely changed. This means
the frequency of changes is so low, that fluctuation can be
ignored in practice. The current CPU load on the other hand
has high variance, high magnitude of changes and changes
frequently. While the MMVE itself can be assumed to generate
consistent CPU load, the value can fluctuate due to other
software running on the system.
2) Memory: The additional functions of a coordinator also
require a certain amount memory, for example to save routing
information. The total and available memory can easily be
determined through the operating system. This results in high
reliability and low cost. As with the CPU, the total amount

of memory in a system will rarely change, but the available
memory can fluctuate due to additional software running on
the system, resulting in high variance and frequent changes
with high magnitude.
3) Storage Space: Another possible requirement for a suitable coordinator is storage space, e.g. on a hard disk. This
storage space could for example be used to store game content
(3D models, textures, etc.) which is distributed to the peers by
the coordinator. The available storage space can be requested
via the operating system, which places limited load on CPU
and the disk. Cost is therefore low, with high reliability.
Variance is high, as a previously empty disk can completely
fill up over time. Regular changes to the available disk space
are also made, as data is written to or removed from the
disk. These changes are usually small however, particularly in
relation to the total disk space, resulting in a low magnitude
of changes.
B. User Behaviour
Parameters in this category are based on the behaviour of
the peer’s user. The parameters are stability and reputation.
1) Stability: Replacing coordinators is associated with
overhead. As such it is desirable for a peer to remain coordinator for long periods of time. Using information on the user’s
past and current behaviour, it is possible to make predictions
about his session time [15]. For example, some users have
longer average session times than others. In addition, users
which have just logged into the system are more likely to leave
the system soon, than users which have already spent a certain
time in the system. Peers which tend to leave the system
gracefully, i.e. which are shut down by the user as intended
by the developers, are also preferable over peers which often
leave the system non-gracefully, e.g., due to system crashes.
This is due to the fact that a non-graceful exit from the system
can increase the overhead of replacing the coordinator, or lead
to degraded performance of the system.
This type of behaviour is referred to as stability. The more
stable a peer is, the more likely it is to remain in the system
for a long period of time and leave it gracefully afterwards.
Stability is a parameter with low reliability. Even when a long
session time is predicted for a particular peer, it may still leave
the system at any time.
As the value of this parameter is based mostly on a history
of previous behaviour, this value adapts slowly to the changing
behaviour of the user. As such the magnitude of changes is low.
As the value changes only when new information is added to
the history, the frequency of changes of also low. Variance
can be large however, as a user’s behaviour changes over
time. Cost is low, because session time can be measured with
minimal overhead.
2) Reputation: Reputation mechanisms are used discourage
or encourage certain user behaviour, such as cheating. Peers
give each other positive or negative feedback after certain types
of interaction, which is combined to create a reputation value
for each peer. This can be done algorithmically or through
user feedback. Some reputation values can be useful for

determining a peer’s suitability as coordinator. For example,
a user which has accrued a reputation for cheating may be
more likely to present a threat to the integrity of the MMVE.
Handing such a peer additional responsibilities can therefore
expose the system to further cheating attempts from the user.
Depending on the number of interactions rated by the
reputation system and the number of peers involved in these
interactions, the creation of the reputation feedback can result in high cost. The reputation system creates many small
changes to a peer’s reputation, resulting in high frequency but
low magnitude of changes. Variance can be high however, as
a user’s behaviour changes over time.
C. Network Access
Parameters in this category are based on the type and state
of the user’s Internet access. The parameters are bandwidth,
Network Delay and Connectivity Restrictions.
1) Bandwidth: Coordinators incur communication overhead. This makes bandwidth one of the key parameters for
peer utility. There are three aspects that need to considered,
when looking at bandwidth: a) maximum bandwidth b) overall
available bandwidth c) available bandwidth to a specific peer.
For each of these aspects upstream and downstream bandwidth
need to be considered separately, as bandwidth is often asymmetrical, with upstream bandwidth being the more limited
resource.
The maximum bandwidth is the theoretical maximum bandwidth available to the peer. It is determined by the type
of Internet connection of the peer’s system. Due to several
factors, such as sharing the connection with other systems,
bandwidth usage by other applications on the peer’s system
and under-provisioning by the Internet service provider during peak hours, the maximum bandwidth cannot always be
achieved.
Available bandwidth refers to the actual bandwidth that
is currently available to the peer for coordinator functions.
The available bandwidth is the maximum bandwidth minus
all currently active bandwidth reducing factors. Note that this
includes the bandwidth used by the peer for non-coordinator
related functions in the MMVE.
It should be noted, that while a peer may have high available
bandwidth, it does not follow that this bandwidth is necessarily
available to all other peers in the system. The actual data
transfer rate from one peer to another depends on the available
bandwidth of both peers as well as any possible bottlenecks on
the network route between the to peers. As such, even if a peer
has high available bandwidth it may still have a low utility with
regard to bandwidth, if its position in the network topology
means that data sent to or received by it passes through a
bandwidth bottleneck. It can therefore be necessary to consider
the actual available bandwidth to a specific peer.
When considering bandwidth as a parameter, it is important
to consider upstream and downstream bandwidth separately.
Depending on the coordinator’s functions, incoming and outgoing traffic requirements may be different and many consumer Internet connections have asymmetric bandwidth, with

significantly lower maximum upstream bandwidth than maximum downstream bandwidth. High bandwidth usage in one
direction can also negatively affect the available bandwidth in
the other direction, which must be taken into account when
determining available bandwidth.
The cost of determining maximum or available bandwidth
can be high, as some active bandwidth measuring algorithms
send out the maximum possible bandwidth for a period of
time. Despite this, based on various factors such as network
bottlenecks or a shared Internet access, the reliability of these
algorithms is generally low.
While the maximum bandwidth only changes, when the user
switches his type of Internet access, the available bandwidth
can change frequently with large magnitude of changes, due to
other applications or systems using the same Internet access.
If these factors are present, variance is also high.
2) Delay: As MMVEs are highly interactive systems, delay
is an important parameter, particularly if the coordinator is
used for the propagation of event updates in the virtual world.
High network delay results in a reduction of the level of
interactivity of the MMVE, which in the worst case can make
participation in the virtual environment impossible.
Delay between two individual peers is easy to measure.
Cost for a single delay measurement is low. However, due
to the nature of an MMVE, a single delay measurement is of
limited use to determine peer utility. Just because a peer has
low delay to one other peer, does not mean it will have low
delay to all peers which it serves as coordinator. Due to the
nature of MMVEs, the coordinator often cannot choose which
peers it serves, as this is determined by neighbourhood in the
virtual world. Consequently a single coordinator may serve
peers which have relatively high delay to it, as they are large
distance from the peer in the network topology.
Individual delay measurements are reliable, however packet
delay variation (PDV) can cause problems. Sometimes called
jitter, PDV is the difference in end-to-end delay in a sequence of packets between two hosts. When jitter is high,
delay exhibits high variance, with frequent changes of large
magnitude. Due to this, as well as the fact that individual
delay measurements are not meaningful and massive numbers
of delay measurements are cost-prohibitive, it is difficult to
determine delay reliably and with low cost.
3) Connectivity Restrictions: Many peers in a P2P-MMVE
are behind a firewall or network address translation (NAT),
often in the form of a residential gateway (e.g., a wireless
router/access point). Any P2P-MMVE must be able to establish connections among such peers, using techniques like hole
punching and connection reversal. This generates overhead
however, and delays the establishment of the connections.
In addition many residential gateways are not designed
with heavy network activity in mind, and commonly limit the
number of connections that can be established at any given
time. Too many connections can crash residential gateways.
As such it is preferable to select coordinators which are not
behind a residential gateway or NAT and firewalls. However,
an existing firewall may also be considered to be a positive

factor, as it makes the coordinator safer against security
attacks. While it is difficult to determine the specific type of
residential gateway, it is possible to detect NAT and firewalls.
This detection can be done reliably with limited overhead.
Once these values have been established, they tend to remain
the same, as users rarely change their residential gateway hardware or configuration. In practice we can therefore consider
them to have low variance, low frequency of changes and low
magnitude of change.
D. Parameter Summary
As we have seen, parameters based on the hardware of
the peer’s system, can often be determined reliably and with
low cost. High fluctuation of the values is a problem, but
this is offset by the low cost of the measurements, which
means values can be re-measured at a high frequency. The
high fluctuation must be considered however, so that outliers
do not have have excessive influence on the peer’s utility.
Determining parameter values based on user behaviour is
more difficult. As the values are generally predictions based
on past behaviour, they suffer from a lack of reliability. If
peers share information on each other’s behaviour, such as in
a reputation system, the cost can also become a major factor.
Network access is the probably the most relevant of the
three categories As highly interactive distributed systems, P2PMMVEs key functionalities are based on the Internet. The
large scale of the system makes usable delay measurements
difficult and determining bandwidth values is inefficient and
unreliable in client/server systems and even more so in P2P
systems. Measuring these parameters reliably and with low
cost remains a significant research challenge.
In the following section we will look at our own P2PMMVE system and show that our specific coordinator selection is not solved by existing approaches.
V. C OORDINATOR S ELECTION IN PEERS @ PLAY
In the peers@play project, we have built a coordinator-based
P2P-MMVE. In our system coordinators are primarily used for
update propagation [1]. Peers suitable as coordinators should
have available CPU resources, high stability, high available
bandwidth and low network delay.
Additional CPU resources are used for running our interest management. High stability is advantageous due to
the overhead associated with coordinator selection and handover. High available bandwidth is required, as the coordinator
must propagate additional updates. Finally, to ensure high
interactivity, coordinators should have low delay to their peers.
We have found that out of these four parameters, we can
only determine the CPU power reliably and at low cost. While
we have a simple solution for stability, we currently do not
have satisfactory solutions for bandwidth and delay. In the
following we will very briefly discuss our solutions for CPU
and stability as well as the problems we encountered trying to
determine bandwidth and delay.
To determine a value for CPU, we get information on the
current use of CPU resources from the operating system and

use a history function to deal with the high fluctuation of the
result. In addition, we prefer peers with more CPU cores.
To determine stability, we use a history of a peer’s session
length. In addition, we avoid peers whose current session
length has not yet exceeded a certain threshold.While this
simple approach has relatively low cost, it takes several
sessions for the reliability of the value to become acceptable.
Given the usage pattern of MMVEs it can therefore take days
before we can get a reliable value for any given peer.
The available bandwidth is the most important parameter for
our approach. A solution which suits our needs would have to
be low-cost, provide results quickly and deal well with high
fluctuation. We are currently aware of only two approaches to
determine available bandwidth in a P2P system ( [16] [17]),
neither of which fulfils these requirements. We have therefore
started research into our own solution.
Finally, there are a number of approaches to determine the
expected network delay in P2P systems (e.g. [18]). Unfortunately, all of these approaches assume that a peer can select
the coordinator it wants to connect to. However, in zonebased MMVEs such as peers@play, peers must connect to
a pre-determined coordinator. This coordinator depends on
their avatar’s current location in the virtual world. Selecting a
suitable coordinator which can provide low delay to as many
peers as possible, is a problem we currently consider unsolved.
As a consequence, we are ignoring this parameter during our
coordinator selection.
In conclusion, in order to deploy our system in a real-world
scenario, additional research is required. We believe the same
is true for most other coordinator-based approaches as well.
VI. R ELATED W ORK
A number of MMVE systems use the topology of the
underlying P2P overlay network to select coordinators. In [2]
each region is assigned a key from the Pastry key space.
The peer whose ID is the closest to the region ID becomes
the coordinator. In [7], each peer manages those regions that
are numerically nearest its ID in the DHT. [9] uses JXTA to
organize peers in groups: if a region needs a new coordinator,
a peer from the group is used.
Some approaches use the avatar position in the virtual
environment to select coordinators. A peer is selected if there
is no coordinator in the user’s zone [3] [5], or if the user
position is the closest of the users to the geometric center
of the region [14]. Even though all of these approaches put
additional load on the coordinators, they are not selected based
on specific suitability.
Some approaches note that their coordinators have higher
requirements than usual, e.g. regarding bandwidth [6] [4] [10],
CPU power [6], delay [4], trustworthiness [10], stability [10]
and storage capacity [8]. However none of these approaches
provide specific techniques for determining the values for
these parameters. While the ability to determine suitable peers
is crucial to them, they explicitly or implicitly assume their
ability to do so.

VII. C ONCLUSION AND F UTURE W ORK
In this paper we have argued that coordinator selection in
P2P-MMVE is not solved. We believe that it is one of the
few remaining challenges for the real-world feasibility of P2PMMVEs. We have provided an analysis of relevant parameters
and the challenges associated with determining them. We hope
that this analysis will inspire a robust discussion about the
necessary research into this area.
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